How to Configure Multi-Factor Authentication at NWHSU
Using your telephone to verify your identity:
The first time you log into your school email account (https://mail.nwhealth.edu) from off-campus, you
will see a notification that more information is required in order to login. The notification will normally
appear as follows:

Please click “Next” when the notification appears.
After clicking “Next,” you will be prompted to enter a phone number as an additional MFA identity.
Select your preferred method of registering your phone number, either by text or an automated phone
call. The phone number must be a mobile phone if you wish to receive text messages for authenticating
your identity.
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After entering your phone number, a 6-digit code will be provided either via text message or automated
phone call. Enter the code in the dialog that will look like this:

Your phone number will now be registered after you enter the code and can be used as a MFA identity
confirmation. You then see the following two dialogs. Click “Next” and then “Done”. Note: The phone
number can also be used to reset your password by clicking on the Forgot my Password link when trying
to sign in.
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Using the Microsoft Authenticator App to verify your identity:
The preferred MFA identity method is an authenticator app on your smart phone. You may download
the Microsoft Authenticator app from either the Apple App Store or Google Play Store. To setup the
authenticator app, download and install the app from the appropriate store.
On your computer and after the app is installed go to https://aka.ms/mfasetup.
You will be prompted to sign in and you will see your current list of MFA identities. If you just setup
MFA using a phone number, this list will only include your phone number.

Click the Add Method link and select Authenticator App.

You will now see the following on your computer’s screen. Click “Next” since you have already install
the authenticator app:
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You should now see the following on your computer’s screen. Click “Next” on this dialog as well.

Open the authenticator app, tap the ellipsis button at the upper right, click Add Account, and select
Work or School Account.

On your computer, scan the QR code with your phone as shown in the image below. If you can’t scan
the QR code, click the “Can’t scan image” link and put the Code and URL into the authenticator app.
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A notification will appear prompting you to approve an authentication request. Approve the request
when it appears.
If everything above is successful, you will get a message saying the app has been approved as a MFA
identity.

Set the Microsoft Authenticator application as the default MFA Identity Verification:
Finally, we recommend changing the default MFA identity from phone number, to the authenticator
app.
To do this, go to go to https://aka.ms/mfasetup.
After signing in, click “Change” next to the Default sign-in method as show in the image below.
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Select the authenticator app from the drop down as shown.

After selecting the authenticator app, you will see a message stating that the default sign-in method was
updated.
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